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1 Introduction

The integration of ProMoS alarms into the EDL portal enables the seamless transfer of alarms
from the ProMoS system to the energy and data management portal (EDL). This functionality

offers centralized monitoring and management of building and system data. By consolidating
this information into a single portal, response time to critical events is improved, operations

are optimized and overall efficiency is increased.

This step-by-step guide shows how to configure the connection and take full advantage of this
integration.

2 Technical implementation

There are two ways to transmit alarms to the EDL portal:

¢ Viaastanding VPN connection or portal VM (ProMoS Nx)
This is used if there is a direct network connection between the ProMoS and the EDL portal.
The connection is established via port 9000 of the EDL portal.

e Via astanding TLS/SSL connection (ProMoS NT)
This connection is used if a ProMoS NT installation is not connected to the portal via VPN.
This connection is established via the portal APl (port 443).

In the first variant, a test alarm (watchdog) is sent from ProMoS to the portal every 300
seconds (default) (can also be deactivated). This allows the portal to monitor the connection
and generate a fault if the connection fails.

With the TLS/SSL connection, the alarms are transmitted via the API of the EDL portal. There is
no automatic monitoring. If an alarm cannot be transmitted, this is not recognized on the
portal side.

Info geoblocking: The EDL portal is geoblocked. Certain countries cannot connect directly to
the portal. Please contact us if you would like to use these functions in a country with
geoblocking.

3 ProMoS NT

In the ProMoS NT alarm manager, there are two options for transmitting alarms to the EDL
portal:

e Via port 9000 (VPN connection)
e Via portal API

Example menu call in the AlImMng:

& ProMoS NT Alarm-Manager 2.24
|File View Setings Help
X |3 General Settings
DMS-Name | Alarms Forwarding (Sockets, Scripts) Message

Alarm Forwarding Partal

NTP-Server Connection
Log Settings.

Settings Watchdog
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3.1

Alarm transmission Port 9000

Settings Alarms Forwarding *
Extemal Alarm Receiver Program Socket Settings Character encoding
P Patl: 0 Test  UTFe - oK
Cancel
Program [ncl. path), to which the alam via P Fatz 0 |[Teat]l| [uTFs .
command line parameter wil be passed ___ Help
N IP3 Port3 0 Test uTF& ~
Test P4 Patd 0 Test]  |UTFg ~
Alarm Format Settings
First contiol character o Sec. control character Set partal farmat
at end of ine [ASCII] atendofne (aSCIE - 1
Sequence Ni.: 1 Delimeter Set portal format (UTE)
Farmat:
Test DMS: >
Test-Shing: Preview
Send Options
[ Pricrity 1 () Priority 2 (] Priority 3 () Priority 4 [T Priority 5 [ Service
() comming slarms [ leaving alams [ quits
Send*watch Dog Test Sting
Time period in sec 300 Test'WD
] Send watch Dog
Format [HT): #T
Message
Watch Dog Sting: Preview
Send Status Sting
Format [HT): T Preview
[ ALM start up Message:
Gtatus Sting
[T ALM shut down Message:
Status Sting
The default settings can be made using two switches:
External Alarm Receiver Program Sacket Settings Character encoding
IP1: 7121206243 Patl: 900 (Test  UTFB v &
Program (incl. path, to which the alarm via P2 e MRS Eancel
cammand line parameter will be passed: — Help
N IP3: Pot3 0O Test UTF8 ~
Test 1P 4 Potd: 0 Test UTF8 ~

Alam Foimat Settings

First control character Sec. control character

&t end of ling [ASCIY: L at end of line [ASCI) 0 \

Sequence Ni. 1} Delimeter: Set portal format (UTC)
Format; Hdd i HylEH: b HSIOZ(1:0:-1) HPIHRIBVALM Alama] DEGRPIHY " NAMEIBUHT SN

Test DMS >

Test-Shing: Preview

Set portal format

Portal-Settings X
PC-Mame
ok |
Shart term: KL
Cancel

Socket-Settings
IP-Address: 212120.52.43

Fort 4000

The short name is used to assign the portal to the correct object. Therefore, an object with the
corresponding short name must also exist in the portal.

By default, all alarms and faults (priority 1-5 and maintenance alarms) are transmitted. Every
status change (coming, going, acknowledged) is also transmitted. This should be left as it is so
that alarms acknowledged on site are also automatically acknowledged on the portal.
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All formats for data transmission (date/time, DMS name, priority, group, designation, etc.) are
also set correctly.

The IP address of the portal can be obtained from MST Support.
The IP address and port 9000 are entered in the socket settings:

Socket Settings Character encoding
IP1: 2121205243 Port1: 9000 Test uTFR ~

P2 Part2 0 Test UTF2 ~

IP 3 Port3 0 Test UTFa ~

IP & Portd: 0 Test UTFa ~

Other settings such as watchdog and start/end messages are also automatically configured
correctly.

Set portal format (UTC)

By clicking this button, the formats are adjusted so that the time stamps are transmitted in
UTC format.

Test the connection

This alarm transmission requires an existing VPN connection. Otherwise, no alarm can be
transmitted.

A watchdog message can be triggered via the "TestWD" button. If this test does not produce
an error message, the connection is established.

An alarm data point can be selected from the DMS and a test alarm can be transmitted using
the "Test" button (at the top of the dialog next to the IP address/port).

3.1.1 Monitoring

This alarm channel is automatically monitored by means of a watchdog alarm (default: 300
seconds). An alarm is triggered in the EDL portal if this watchdog message does not occur
within the expected time frame.

3.2 Alarm transmission API

If there is no VPN connection, alarms can be transmitted to the portal via the EDL portal API.
To use this option, an APl component must be created in the EDL portal (see chapter EDL portal

APIT 7).

The following dialog must be completed in the AlarmManager via the "Alarm forwarding
portal" menu item:
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Settings alarm forwarding portal X

[ Forwarding active

Host S5L

APl Key

Fomat HYNAME HT #/Comment

Proxy

Host

Port 0

0K | Cancel

Forwarding activated

The checkbox must be activated in order to forward alarms to the portal.

Host
The EDL portal in which the alarm is to be received must be specified here. Example:
xyz.edldata.de.

API key
The API key from the EDL portal (APl component) must be entered here.

ne. Leave this

+ Neue Komponente hinzufiigen

Format
The formatis setto #v~NaME #T #vcomment by default.

Proxy
If a proxy server is used, the proxy server can be entered here.

3.21 Monitoring API

This connection is not monitored. An attempt is made 20 times to send the alarm message.
The waiting time before each repetition is doubled (max. 10 minutes).

If these 20 attempts have elapsed, an attempt is made to synchronize all alarms from this
moment onwards (same function as at start). This also has a maximum waiting time of 10
minutes.
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3.3 EDL Portal API

For standard transmission via VPN (port 9000), nothing needs to be configured in the portal.

A receive interface must be configured in the portal if the alarms are sent to the portal APl via
TLS/SLL. To do this, the "Components" must be called up under "Configuration". A new
component must be created under "Action".

The following fields must be filled in:

«h Create component

ENTFERNEN

Software Rest API

RDS / AKS Unique key for recognizing the system (portal object)

Component name Name of the component (can be freely defined)

Description Description - please fill in so that it is clear what the interface is used
for

Objects To which object does the connection belong (REST interface)

Company Which company is responsible for the component
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Compan -
Parent components 0/0 AUSGEWEHLTE ELEMENTE ENTFERNEN | SUCHEN: HINZUFUGEN
dummy [dummy] +
1+
+
/0 AUSGEWAHLTE ELEMENTE ENTFERNEN HINZUFUGEN
+
+
s
+
+
+
+ -

® Verwalten

fonitoring groups 070 AUSGEWRHLTE ELEMENTE HINZUFOGEN
+
d +
R Verwalter
nifier |- | Thecharacter which separ: -

The above fields are optional.

Machine identifier delimiter By default, the colonis defined asthe delimiter. An
alternative could be configured here.

The API-Key that is need by the spc to write data
Data type * Bitte wahlen - = The format how the spc send the data
nowledge of alarms in portal, is support by this component.
Allow this component to get / set values directly to control system.
+ Neue Komponente hinzufiigen
IPs A list of transmitters (ProMoS installations) whose alarms

are accepted.
If empty, the telegrams are accepted from all IP addresses.

API key The API key for this component. This must be entered in the
ProMoS NT Alarm Manager or in the ProMoS NG driver.

Data type MSTJSON must be selected.

Support alarm acknowledge Must be activated to acknowledge alarms in ProMoS.

Get/set control system value (Can be used to access DMS variables directly via the API. Is
not used in the event of an alarm transmission.
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4 ProMoS NG

The use of the EDLPortalAlarmSender requires an existing VPN connection!

A process must be added:

‘ Add Process

Processes
Click on a element to add.

Q_ Filte
magtt-broker-service
ModBusDriver
ModBusDriverNt

MBusDriver

Enter "EDL" in the filter:

Add Process

Processes
Click on & element ta add

Q enL
EDLPortalMeteoData

EDLPortalAlarmSender

L

SelectepLpPortalalarmSender.
The process is added to the list.

Call up configuration:

D - EDLPortalalarmSender  Send Alarms to EDL-Portal =1 @

Portal list - ADD

o
o

+ + + +

© 2024 MST Sytemtechnik AG
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Main configuration Portal list Portal configuration
name
Ident
[[] Dpisabled

[[]  system messages disabled

[[] watchdog gisabled

27.00.1
9000

Time stamp format

- [

Alarm priorities ->

D Use 1508601 format

Portal name Name of the portal
Identification
Deactivated Activate if no alarms are to be transmitted

Deactivate system messages Activate if no system messages are to be transmitted (e.g.
driver errors)

Monitoring deactivated

IP address IP address of the portal

Port 9000 (standard)

Use 1508601 format Leave deactivated for transfer to portal
Save form.

Specify which alarms are to be transmitted with which priorities.

Time stamp format

I:‘ Use ISO8601 format

m et \

Alarm priorities >

Add new priority:

Main configuration Portal list Portal configuration Alarm pricrities

B3 o
Q_ Filter

1 :

If no priority is defined, all alarms are transmitted.

Autostart must still be activated for the EDLPortalAlarmSender:
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Process: EDLPortalAlarmSender

Enabled g

The process must also be started (green start button).

41 Monitoring

This alarm channel is automatically monitored by means of a watchdog alarm (default: 300
seconds). An alarm is triggered in the EDL portal if this watchdog message does not occur
within the expected time frame.
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